DAFTAR ISI

LEMBAR JUDUL

LEMBAR PENGESAHAN

ABSTRAK ..ot e e i
ABSTRACT ...t iii
KATA PENGANTAR ..ot iv
DAFTARISI ..o vi
DAFTAR TABEL .....ooiiiiiie e e Xii
DAFTAR GAMBAR ..ottt Xiii
DAFTAR SIMBOL......ccoooiiiiiiiiiiiiee e XV
DAFTAR LAMPIRAN ... Xvil

BABI PENDAHULUAN

1.1. Latar Belakang Masalah ..........ccoccccoiiiiiiiiiiieee 1
1.2. Identifikasi Masalah .........ccccccoociiiiiiiniiiniiiiniicnccceeee 2
1.3. Maksud dan Tujuan ........c.ccccceieeiiiiiiiiiee e 3
1.4. Batasan Masalah ........ccccccoeciiiiiiiiiiiiiniiiicecec e 3
1.5. Metodologi Penelitian ............cccoeeveeeeiiiiieeeiiie e 4
1.6. Sistematika Penulisan ...........ccoccceeiiiiniiiniiiiniiniceceee 6

BABII LANDASAN TEORI

2.1. Sejarah Worm Komputer ...........ccccceeviiieiiniiieiiniiieennieeeeee 8
2.2. Perbedaan Worm Dan VIrus ......ccoeoevveviiiiiiieiiiiiieeeeiiieeeeennnn, 10
2.2.1 DEfINIST it 12

vi



2.2.1.1 VATUS. ..ot 12

2.2 1.2 WOTI ittt et 12
2.2.2 Cara Penyebaran .........cccceevvueeeriiiieeeniiieceniie e 13
2.2.2.1 VITUS ittt ettt 13
2222 WO ettt 13
2.3  Kemampuan dasar WOTrm..........cccceeerriiiireiiiiieeniiee e 15
2.3.1 Kemampuan Reproduksi Dan Distribusi ....................... 16
2.3.2 Kemampuan Rekayasa Sosial .........cccooeceieeiiiieinnnennn. 16
2.3.3 Kemampuan Menyembunyikan Diri .........cccoeeveeeennneee. 17
2.3.4 Kemampuan Mendapatkan Informasi.........c..ccccceenneee. 17
2.3.5 Kemampuan Mengadakan Manipulasi ..............ccceouueeee. 17
2.4 Siklus Hidup WOrm .......ccoovuiieiiiiieiiniiiciniieceeee e 17
2.4.1 Propagation Phase (Fase Penyebaran)............cc...ccc...... 18
2.4.2 Dormant Phase (Fase Istirahat/Tidur) ............cccccvvvvveeen. 18
2.4.3 Trigerring Phase (Fase AKtif) ........ccoeoiiiiiniiiiiiiieee 18
2.4.4 Execution Phase (Fase EKSEKUSI).....cccooovvvvviviviniininennnns 18
2.5 Metode File Name Scanning ..........ccccceeeeeeeeeiiieeeeniiieeeeieeeees 18
2.6 Metode String SCANMING .....cceeuveeeeiieiieeeeiiieeeeieeeeeeieeeeieee e 19
2.7 Perkembangan Worm Non Lokal...........cccocceeiiniiieiinniennne 19
2.5.1 Christma EX€C......cccovvuiiiiniiiiiiiiiiieiiieceiece e 19
2.5.2 MOTTIS -ttt euiieee ettt ettt ettt e 20
2.5 3 Happy99 ..o 20
2.5 4 MELiSA ..ceiiiiiieiiiiiee ettt 21

vii



2.8

255 Pretty Park c...oooeeeiiiiiieiie e 22

2.5.6 EXPIOTE ZiP .cceoooiiiiiiie ettt 22
2.5.7 Bubble BOY ...ccovuiiiiiiiiieiiiieceee e 23
2.5.8 LOVE LEEr ...oeeeuiiiiiiiiiiiieiie et 24
2.5.9 HYDBIIS weeie it 25
2.5.10 Anna Kournikova.........ccceceeeiiiniiinniccneciniceneceee 25
2.5.11 Sadmind.......cooouveiiiiiiiiiiiiicee e 25
2.5.12Code Red .....cooviiiiiiiiiiiiiicciccce e 26
2.5 13 NIMAA oottt 27
2.5.14 BadTrans.B .......oooiiiiiiiiiiieceece e 28
2.5.15 SIAMIMET .....eeiiiiiieeiiiieeee ettt e 29
2.5.16 Bagle...ccooiiiiiiiiii e 29
2.5 17 NEtSKY .eoiuiiiiiiiiee ittt 30
Perkembangan Worm Lokal.............cccoooioiiiiiiiiniii. 31
2.6.1 I-Worm Perksa......cccccooviiiiiiiiiiiiiieccccec 31
2.6.2 PESIN ..ottt 31
2.6.3 TabAIU...c..eeiiiiiiiiiiiiiceec e 32
2.6.4 KANEEN..coiiiiiiieeiiie ettt 32
2.6.5 KUMIS ..cooiiiiiiiiiiiiiie ittt 33
2.6.6 DECOIL ..cooiiiiiiiiiiiiiiite e 33
2.6.7 RONEOKDIO ....eeiiiiiiiiiiiiieiiiee e 34
2.6.8 NODION ....uuiiiiiiiiiiie ittt e 34
2.6.9 RUNIS .eeeiiiiieiiiiiee ittt e 34

viii



BAB IIT

29

2.10

2.11

2.12

2.13

2.14

2.6.10 BIUETANTAST ..cevvneiieeeeiee et 35

Diagram Arus Data (Data Flow Diagram) ...............cccceuee... 36
Diagram Konteks .........ccueeieiniiiiiniiiiiiniiiiiiiee e 38
Data Flow Diagram FisiK........cccoooiiiiiiiiiiiieeee e 38
Data Flow Diagram Logika..........ccccceiiiiiiiiiniiiieiiee e, 39
Jaringan Semantik..........ccccoeiiiiiiiiiiiiiie e 39
MS. Visual Basic 6.0 ........ccccoeviiieiiiiniiiiniecnicenieceeeeeee e 39

ANALISIS DAN PERANCANGAN

3.1.

3.2.

3.3.

34

3.5

3.6

3.7

3.8

Analisis Masalah ..........ccccoiiiiiiiiiiii e 43
Langkah-Langkah Penyelesaian Masalah.................cc.c...cc... 44
Analisis Metode........coooueeiiiiiiiiiniiiiiiniiece e 47
3.3.1 Analisis Metode File Name Scanning..........c..ccccceevuueeee. 47
3.3.2 Analisis Metode String Scanning.............cccceeeeveeeennnnnee. 48
Analisis Karateristik Worm............ccocccevveevniecniecinieeneeene. 49
Analisis Pengenalan File Worm .............ccoccooiiviiiiniiieennn, 51
3.5.1 File Name Scanning .........cccceeeeueeeeniieeeeeiiieeeeiiee e 51
3.5.2 String Scanning..........cceeeeveeieeiiieeeniiee e 52
Analisis Kerugian .........ccooooiiiiiiiiiiiiie e 53
3.6.1 Spionase Dan Pengumpulan Data..............cccooeieeennne. 53
3.6.2 Pengrusakan Data...........cccccerniiiiiiniiiinniieiiiicceee, 53
3.6.2 Pengrusakan Hardware.........c.ccccceviniieiinniicinnniieennnnnen. 53
Analisis Keakuratan Metode ...........cccoovveeeiiiiieeinniiiieniieeenn. 54
Analisis Kecepatan ...........coooceeiiriieiiiiiieiiiiecniece e 54

X



BAB IV

3.9 Analisis Kebutuhan Non Fungsional .............cccooceeeiniieennne 54

3.9.1 Analisis Perangkat Keras...........ccccovvieiinniciinnnieennnnnn. 54

3.9.2 Analisis Perangkat Lunak...........cccooieiinniiiiinnniennnnn. 55

3.9.3 Analisis Kebutuhan Pengguna............cccooooiriniinnnnnne. 55

3.10 Analisis Basis Data.........ccoceeeiiiiniiiiiniiiniiiiieeeceeee e 55
3.11 Analisis Kebutuhan Fungsional............cccoccceiiiiiiiiinniinneee. 56
3.11.1 Diagram Konteks ..........cccceeriiiiriniiiiieiiiie e 56
3.11.1.1 DFD Level O..c.ceeeniiiniiiiiiiiceieceeceee 57

3.11.1.2 DFD Level 1 Proses 2 .......ccccccevvveeeinieeennnne 58

3.11.1.3 DFD Level 2 Proses 2.1 .......cccoovveeeineeeennne 58

3.11.1.4 DFD Level 3 Proses 2.1.1 .....cccocceeeinieeennnn 59

3.11.1.5 DFD Level 3 Proses 2.1.2 .....cccccceeeenevrennnnn 59

3.11.1.6 DFD Level 4 Proses 2.1.1.2.......ccccceevuuerennne 60

3.11.1.7 DFD Level 4 Proses 2.1.2.2.......ccccccceeuveenunnn. 60

3.12 Spesifikasi Proses ........ccooooviiiriiiiiiiiieeeieee e 61
3.13 Perancangan Struktur Menu ...........cccceveeeiiiiniiiiiieeiieniiieeeee. 69
3.14 Perancangan Antar MuKa .........cccooviiiiiiiiiiiiniiiiiien e, 70
3.15 Perancangan Pesan ...........cc.euciiiiiiiiiiiiiiiiiinic e 73
3.16 Jaringan Semantik...........coocciiiiiriririniiiiiieee e 74

IMPLEMENTASI DAN PENGUJIAN

4.1 ImPIemMENntasi ......cceeeeeriiirerniiiieiiiiiee ettt 76
4.1.1 Perangkat Lunak Pembangun............ccccooccciiniiennnnnne. 76
4.1.2 Perangkat Keras Pembangun.............ccccoooeeiiniiieennnnnn. 76



4.1.3 Implementasi Antarmuka...........oeecvvvvreeererrriiinieeeeeeennns 77

4.1.3.1 Antarmuka Menu Utama...........ccoceveeeeninneennnn 77
4.1.3.2 Antarmuka Sub Menu File .........c..cccccconiiiennn 77
4.1.3.3 Antarmuka Menu Scan..........ccccceervveeiincneeennne 78
4.1.3.4 Antarmuka Info Worm ............ccocceeniiniinnnn. 78
4.1.3.5 Antarmuka Chart.........c.cccceevviiiiinniieiiiecenne 79
4.1.3.6 Antarmuka Profile.........c...ccooceenniinniinninnnn. 79
4.2 PENZUJIAN ..eiiiiiiiiieeiieie ettt e e e eite e e e e e e eneee e 80
4.2.1 Rencana Pengujian ...........cccoovvvieiniiieiinniicinnnieeeeneee. 80
4.2.2 Kasus Dan Hasil Pengujian Alpha............ccccoovieennnnne. 82
4.2.2.1 Pengujian File Name Scanning........................ 82

A2 2
Pengujian String Scanning............ccccceeenueeeennne. 83
4.3 Pengujian Waktu File Name Scanning.........ccccccceeeeiiieeennneen.. 84
4.4 Pengujian Waktu String Scanning ...........ccccceeeveieeeeeniieeeeneeennn. 85
4.5 Kesimpulan Hasil Uji.......cccveiiiiiiiiniieieeie e 88
4.6 Kasus dan Hasil Pengujian Betha ...............cccoooiiiiniiiin. 88
4.7 Kesimpulan Hasil Pengujian Betha ..............cccocoooiiiiii. 93

BABV KESIMPULAN DAN SARAN

5.1 KeSImMpPulan .....oooceeeiiiiiieiiiiiiieiiieceee e 94
5.2 SATAN eeiiiiiiiiie et 94
DAFTAR PUSTAKA ... 96

X1



